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When this document is specified by the Purchase Order, the applicable paragraphs must be complied with prior to acceptance of product or services by          B&F Machine Company, Inc.  An explanation of each type of certification and/or quality requirement is contained herein. Purchase Orders will specify the type of certification and/or quality requirements required by noting the corresponding quality clause letters below. Supplier audits may be conducted by                                              B&F Machine Company, Inc. to verify conformance to stated Quality Requirements.

All certifications must be signed by a Supplier authorized agent and include the Supplier’s representative’s title. Descriptions of the information required for each type of certification are listed below. One copy of the certificate is required to be supplied with each shipment. Failure to provide proper certification may result in payment being withheld until proper certification has been received.

Suppliers (including all Sub-tier Suppliers) must comply with the latest revision of specifications listed herein at time of order placement.

A.  Material Certification - A material certification, from the original mill producer, shall be provided with the shipment stating the specification number of the material being supplied as it appears on the purchase order, revision letter, Purchase Order number, lot code or heat number, shelf life, (if applicable), and date of shipment. Actual test results as required by the specification, such as mechanical test data, chemical properties, hardness, etc., shall accompany the certification. Certification statements of conformance must be positive and unqualified; certification must be signed by an authorized Supplier representative including the Supplier representative title and date. Note, an unqualified statement asserts full compliance with no caveats, exceptions, or conditional phrases like "to the best of our knowledge.".

B.  Certification of Conformance - A certificate of conformance is required stating “All blueprint and/or specification requirements have been met” and that “inspection records, material certifications, and/or special process certifications (when applicable), are on file and available for review”.             This certification must be signed by an authorized Supplier representative including the Supplier representative title and date.  This certificate must also contain the Purchase Order number, part number and revision level, serial numbers (if applicable), raw material lot number and quantity shipped. A supplier packing slip containing the above information is acceptable as a ‘B’ certification.

C.  Special Process Certification - A certification is required with a statement certifying conformance to each special process (e.g., welding, plating, fluorescent penetrant, heat treat, etc.) performed on the material to the specification(s) listed on the Purchase Order and/or engineering drawing.                 The signature of an authorized Supplier representative performing each special process including the Supplier representative title and date must appear on the certification. The certification must also include the Purchase Order number, part number and revision level, serial numbers (if applicable), lot number (if applicable) and quantity shipped.

D.  First Article Inspection Report - The supplier shall perform a 100% inspection of all drawing characteristics and notes, and provide a tagged, representative production article indicating “First Article”. An inspection report shall be submitted identifying each characteristic noted on the engineering drawing. The inspector shall stamp or sign each characteristic and drawing note indicating acceptance status. A certification statement referring to the B&F Machine Company, Inc. Purchase Order number, part number, revision level, serial numbers (if applicable), and quantity inspected shall accompany the First Article Inspection Report. 
E.  Shelf-Life Certification - A certification is required for the shelf life of age or environmentally sensitive materials which state the date of manufacture, the shelf-life, and the date of expiration. The certification must include the Purchase Order number, part or specification number, lot or batch number of the material and the quantity shipped. It also must be signed by an authorized Supplier representative along with the Supplier representative title and date.  Materials ordered to a prime contractor specification must meet the requirements of that specification. Distributors may not ship materials with less than 75% of the required shelf life remaining unless specifically authorized by B&F Machine Company, Inc.

F.  Calibration Certification (Independent Calibration Lab) – The Independent Calibration Lab shall provide a required certificate stating the applicable calibration has been performed to the appropriate standards or test requirements to which the certification applies, and the environmental conditions under which the calibration was performed. The certificate shall specify the date of calibration, serial number of the tool(s) calibrated, the NIST test number for traceability to standards used in calibration or tests, and their due date for recalibration. This certificate must contain a report number for traceability. This document must also state the actual readings or results of the tests and the degree of conformance or acceptance of specified requirements. A statement that calibrations or tests were performed in accordance with ANSI/NCSL Z540, ISO10012, ISO/IEC 17025 (or equivalent), and are traceable to NIST, must appear on the certificate. The certificate must be signed by an authorized Calibration Supplier representative, including the Calibration Supplier representative title and date.
The Independent Calibration Lab shall ensure their Calibration/Inspection Technicians have annual eye exams performed by a medically qualified/trained individual and the results are maintained in accordance with their quality record control procedures.

G.  P&W LCS Required - Supplier shall control parts, materials, and items in accordance with P&W MCL Manual, Section F-17. Part certification must state: “Parts/Materials Controlled per P&W Requirements for LCS in accordance with P&W MCL Manual, Section F-17” and ASQR-01 (latest revision).
H.  ESA Per PWA370 Required - Supplier to control and maintain approvals for parts/materials in accordance with PWA370 Standard.

J.  GE S-1000 Required – The Supplier’s Quality System shall be compliant in accordance with GE S-1000 (latest revision) requirements.

K.  Quality System - As a minimum, the Supplier shall maintain a Quality System that complies with one (1) of the following requirements:                   UTC ASQR-01, Hamilton Sundstrand HSM-10, ISO 9001, AS9100, Nadcap or MIL-I-45208.
L.  Calibration System – The Supplier shall maintain a calibration system that meets one of the following requirements: ISO/IEC 17025, ANSI/NCSL Z540.3 or ISO 10012.  
M.  DFAR/Country of Origin Required – Items shall be purchased from qualifying countries and “DFAR compliant” in accordance with               DFARS 252.225-7001. The Supplier shall document the qualifying Country of Origin on the Certificate of Conformance, Material Certificates, etc.  Qualifying countries include Australia, Austria, Belgium, Canada, Czech Republic, Denmark, Egypt, Estonia, Finland, France, Germany, Greece, Israel, Italy, Japan, Latvia, Luxembourg, Netherlands, Norway, Poland, Portugal, Slovenia, Spain, Sweden, Switzerland, Turkey, and United Kingdom of Great Britain and Northern Ireland.
N.  SUBSAFE/Level 1 Materials – Supplier shall follow the requirements stated in NAVSEAINST 0948-LP-045-7010, Material Control Standard, and NAVICPINST 4355.5, Receipt, Inspection, Storage, and Issue of SUBSAFE/Level 1Material for all SUBSAFE/Level 1 materials.
P.  Source Inspection Required - Product acceptance shall be performed at the Supplier (including Sub-tier Supplier) facility. Prior to shipment of material or product B&F Machine Company, Inc. shall be notified to perform source inspection and initial acceptance of the product at the Supplier’s (including Sub-tier Supplier’s) facility. Acceptance does not imply Supplier’s product will not be rejected upon receipt at B&F Machine Company, Inc. should a deviation be found. 

Q.  Source Inspection by B&F Machine Co., Inc. Customer Required - Product acceptance is at the Supplier's facility. Prior to shipment of any material or product, B&F Machine Company, Inc. shall be notified to perform source inspection and acceptance of the product by a                                    B&F Machine Company, Inc. Customer Quality Representative, at the Supplier’s facility. Acceptance does not imply product or service performed will not be rejected upon receipt at B&F Machine Company, Inc. or B&F Machine Company, Inc. Customer should a nonconformance be found. 

R.  Right of Entry by B&F Machine Company, Inc. and/or Customer - B&F Machine Company, Inc., Customer Representative and/or Regulatory Agency has the right of entry (including the Sub-tier Supplier’s facility) to review and conduct audit activities on applicable records, product or services contracted to the B&F Machine Company, Inc. Supplier.

S.  Inspection/Layout Report - An inspection/layout report, identifying the characteristics produced on the purchased part(s) with the applicable inspection results is required with the shipment. The report is to be signed or stamped, and traceable to the person performing the inspection and date.            Any deviations to the drawing or specification requirements must be approved by B&F Machine Company, Inc. Customer prior to shipment from the Supplier’s facility. 
T.  This Purchase Order is for DOD/DFAR - Product or service performed on the product is for Department of Defense and DFAR requirements shall apply to any product purchased. Furthermore, if applicable, DX or DO rating will take priority over any non-rated order in a Supplier’s system. 
a. Supplier is required to follow the requirements of the Defense Priorities and Allocation System (“DPAS”) regulation (15 CFR Part 700). 

b. Supplier shall notify B&F Machine Company immediately if it believes it has encountered a DPAS conflict impacting the Order. If Supplier believes it is required to re-prioritize Work hereunder due to such a conflict, Supplier shall consult B&F Machine Company prior to shifting any delivery date. 

c. Flow-down Requirement: Supplier shall include the substance of this provision in all Lower-tier Subcontracts SELLER places in support of this Order.

U.  10CFR21 OR 10CFR50 – SAFETY RELATED NUCLEAR HARDWARE – Parts processed or supplied shall be in accordance with the referenced standards.
V.  Mercury Free Statement – The Supplier shall provide a statement on the Certification of Conformance stating that the products, materials, and/or             services performed did not come in contact and/or were not produced with Mercury.
W.  Nonconforming Product – The Supplier (including the Sub-tier Supplier) shall notify B&F Machine Company, Inc. of any                       Nonconforming Product (including nonconforming product shipped) within 24 hours and shall obtain B&F Machine Company, Inc. and/or Customer approval for disposition of Nonconforming Product.
X.  Supplier Process Changes – The Supplier (including the Sub-tier Supplier) shall notify B&F Machine Company, Inc. of any changes to processes, products, or services, including changes of their Sub-tier Suppliers or locations of manufacture and obtain B&F Machine Company, Inc. approval prior to production.  This may include, as applicable: “Frozen Production Processes”, Risk/FMEA’s, G.E. VSE/P&W ESA requirements, critical/product safety items, key characteristics, etc.
Y.  Record Retention – The Supplier (including Sub-tier Suppliers) are required to have documented procedures in place for creating, controlling, and retaining records in accordance with both their Quality System and B&F Machine Company, Inc. purchase order requirements.
Z.  Supplier Flow-down of B&F Machine Company, Inc. Requirements – In the event B&F Machine Company, Inc. outsources products to be manufactured or special processes to be performed, and the contracted Supplier outsources to Sub-tier Suppliers, the applicable                                   B&F Machine Company, Inc. Purchase Order flow-down requirements shall be flowed down to the Sub-tier Supplier, (including key characteristics, special requirements, critical characteristics, records, etc.) where applicable.  Additionally, the Supplier (including Sub-tier Supplier) shall ensure that their personnel are aware of:
1. Their contribution to product or service conformity;

2. Their contribution to product safety;

3. Their importance of ethical behavior.
AA.  ITAR/EAR – When flowed down, the Supplier (including their Sub-tier Suppliers) shall ensure that, when applicable, all ITAR/EAR controlled technical data, including equipment and technology, is not disclosed, both in written and/or visual form, to any foreign persons (“foreign nationals”) within its facility. This requirement includes any subcontracted materials performed by the Supplier’s Sub-tier within their facility. Additionally, ITAR/EAR controlled information must remain within the United States and may not be disclosed to any foreign countries.
Marking Requirement

a. When applicable, the supplier shall place the following statement on all documents containing technical data that are controlled by the Arms Export Control Act or EAR: 

(i) "WARNING - This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C. Sec. 2751, et seq.) or the Export Administration Act of 1979, as amended, Title 50, U.S.C., App 2401, et seq. Violations of these export laws can result in severe criminal penalties. Disseminate in accordance with provisions of DoD Directive 5230.25." 

b. Additional marking requirements may be included elsewhere in the Purchase Order. 

c. Flow-down Requirement: Supplier agrees to insert a contract provision substantially the same as this paragraph, including this sentence (subsection c), in all Lower-tier Subcontracts issued under the Purchase Order.
AB. Electric Boat Specification (EB 2678) – The Supplier (including their Sub-tier Supplier), performing work or services in accordance with this specification shall establish and maintain a Quality System ensuring the quality and adequacy of the item or service provided.  Additionally, the Supplier (including their Sub-tier Supplier) is advised to incorporate and strictly follow a Fraud & Falsification and Malpractice Prevention Program in accordance with E.B. Specification 2678, Appendix B, and comply with local laws and Federal Regulations during performance of work in accordance with                U.S. Code Title 18, Part I, CH47, Sec. 1001.

AC. Control of Counterfeit Parts, Materials and Work – The Supplier (including their Sub-tier Supplier) shall provide only new and authentic parts and/or materials (i.e. electrical components, fasteners, etc.) from Original Equipment Manufacturers (OEM), Original Components                 Manufacturer’s (OCM), or approved sources listed on the drawing or B&F Machine Company, Inc. purchase order and shall notify B&F Machine Company, Inc. if items required to satisfy the B&F Machine Company, Inc. purchase order cannot be procured from these sources. The Supplier (including their Sub-tier Supplier) shall provide a process for validating authenticity of the purchased parts and/or materials including applicable certifications, test/inspection results and documentation that provides positive identification and traceability that meets all technical requirements of the applicable specifications and have not been altered or misrepresented as being acceptable to the required specification(s).
The Supplier (including their Sub-tier Supplier) providing or manufacturing parts, assemblies or performing special processes on B&F Machine Company, Inc. Supplier material (a.k.a. “outside services”) shall ensure that no “counterfeit work” is delivered to B&F Machine Company, Inc. and shall immediately notify B&F Machine Company, Inc. of any suspect/counterfeit work delivered. The Supplier (including their Sub-tier Supplier) shall provide a Certification of Conformance for all parts, materials and/or work delivered to B&F Machine Company, Inc. per Codes A, B or C of this form, as applicable. The Supplier’s Certificate of Conformity and supporting documentation shall serve as objective evidence that no counterfeit parts, materials, or work has been supplied to B&F Machine Company, Inc.
B&F Machine Company, Inc. recommends SAE Standards AS5553, AS6174 and DFARs 252.246-7007 serve as guidance for establishing the guidelines for a counterfeit products/parts program.
Counterfeit Electronic Part Detection and Avoidance - For purposes of this clause, terms are as defined at DFARS 252.246-7007. If this Order is for electronic parts, or assemblies containing electronic parts, the following requirements apply:

1. Counterfeit Parts Prevention: You must comply with DFARS 252.246-7007 (Counterfeit Electronic Part Detection and Avoidance System), which is part of this Purchase Order as-if fully written here, as implemented in regulations found at 48 CFR 9903.201-1. 

2. Quarantine and Reporting: We (the Buyer) may quarantine or impound any counterfeit or suspected counterfeit electronic parts. We may notify our customers, or other government agencies, turn over impounded parts to authorities, and withhold payment until the investigation is complete.

3. Approval of Non-Authorized Sources: You must get our written approval before:

· Buying or using electronic parts from anyone other than the original manufacturer or an authorized supplier for delivery or inclusion in products under this order.

· Delivering or including electronic parts from non-authorized sources in products under this order.

4. Validation Efforts: You agree to follow any validation process we direct for electronic parts sourced from non-authorized suppliers.
AD.
 Fraud & Falsification – The Supplier (including their Sub-tier Supplier) shall incorporate and strictly follow a Fraud & Falsification and               Malpractice Prevention Program and comply with local laws and Federal Regulations during the performance of work in accordance with                              U.S. Code Title 18, Part I, CH47, Sec. 1001. The Supplier (including Sub-tier Supplier) shall include the following statement on each                     Certificate of Conformance in connection with this purchase order: “NOTE: The recording of false, fictitious, or fraudulent statements or entries on this document may be punishable as a felony under Federal Statute.” 
Upon detection of any potential or actual Fraud & Falsification and/or Malpractice incident pertaining to this order and occurring either within the Supplier’s organization or within its Sub-tier Supplier’s organization, the Supplier (including Sub-tier Supplier) shall immediately report such incident via the B&F Machine Company, Inc. Malpractice, Fraud/Falsification, Ethics and Compliance Reporting website link @ www.bfmachine.com.  
AE. Conflict Minerals – The Supplier’s and Sub-tier Supplier’s procurement practices shall be compliant to Conflict Minerals, as defined in Securities and Exchange Commission’s final rule on Conflict Minerals, 17 CFR Parts 240 and 249(b), promulgated pursuant to Section 1502 of the Dodd-Frank Wall Street Reform and Consumer Protections Act (the “Rule.”), and if required, will make good faith inquiries reasonably designed to determine whether any Conflict Mineral that is included in any product delivered to B&F Machine Company pursuant to this Purchase order originated in the Democratic Republic of the Congo [DRC] or an Adjoining Country. Reference the Conflict Minerals Map https://ipisresearch.be/home/conflict-mapping/.
AF. Standard Clauses for GDEB (SC or S/C on B&F PO) – Supplier shall use this website hyperlink https://www.gdeb.com/suppliers/stdcls/ to access GDEB PO Standard Clause requirements invoked on B&F Machine Co. POs. These clauses are flowed down to meet end user, Electric Boat and / or Newport News Shipbuilding, Purchase Order requirements. If a conflict exists between purchase order specific requirements and the information provided via this web site, the supplier shall immediately contact the B&F Machine Buyer for a resolution.
AG. Prohibition on Cost-Plus-a-Percentage-of-Cost Subcontracts and Fee Limitations – No subcontract, or any modification to it, placed under the Purchase Order shall use a cost-plus-a-percentage-of-cost payment structure. Additionally, for any cost-reimbursement subcontract, the fee (profit) paid shall not exceed the limits specified in FAR 15.404-4(c)(4)(i). 

AH.
Release of Information (Electric Boat – General T&Cs)
1. Restricted Information Release: Supplier must get written permission before publicly sharing, displaying, or publishing:

· Any mention of Electric Boat, their parent company, or their officers, agents, or employees.

· Any details about the work performed under this Purchase Order.

· Any statement about supplying specific items or services to us.

2. Export Compliance: Even if we approve the release of information, this does not exempt supplier from following U.S. export control laws and regulations.

AI.
Notification of Foreign Ownership or Foreign Place of Performance (Electric Boat – General T&Cs)
1. Notification of Foreign Ownership Changes: You must notify Electric Boat Corporation in writing within 10 business days if:

· A foreign entity or interest gains control, directly or indirectly, over your company’s management or operations through ownership of securities or other means, whether or not that control is exercised.

· You learn of a potential merger with or acquisition by a foreign entity, even if the resulting company will operate under U.S. laws.

2. Notification of Foreign Place of Performance: You must notify Electric Boat Corporation in writing within 10 business days if any part of the work under this Purchase Order is moved to a location outside the United States.

3. Compliance with CFIUS: You must comply with all requirements and obtain any necessary approvals from the Committee on Foreign Investment in the United States (CFIUS) related to foreign ownership or control.

AJ.
Import/Export Compliance Requirements (Electric Boat – General T&Cs)

1. Compliance with Laws: Supplier shall comply with all applicable import and export laws and regulations, including, but not limited to, the requirement for U.S. entities involved in manufacturing, exporting, or temporarily importing defense articles, or providing defense services, to register with the Department of State per ITAR Section 122.1.

2. Applicable Regulations: The terms of this Purchase Order do not alter, supersede, or waive any requirements of applicable federal laws, executive orders, and regulations, including a. The Export Administration Act of 1979, as amended (50 U.S.C. App. 2401, et seq.); b. The Arms Export Control Act (22 U.S.C. 2751, et seq.); c. The International Emergency Economic Powers Act (50 U.S.C. 1701, et seq.); d. The Export Administration Regulations (15 CFR Parts 730-774); e. The International Traffic in Arms Regulations (22 CFR Parts 120-130); f. Executive Order 13222, as extended.

3. Export Restrictions: No export, re-export, re-transfer, or sublicensing of export-controlled commodities, technical data, technology, software, or other export-controlled items, or any “Defense service” (as defined in 22 CFR § 120.9), in performance of this Purchase Order or any subcontract, at any tier and regardless of location, shall occur without: a. Prior written consent from Electric Boat Corporation; and b. All required Government export authorizations.

4. Consent Requests: Supplier’s requests for Electric Boat Corporation’s consent must include the intended recipient’s citizenship(s), status under 8 U.S.C. § 1101 and 8 U.S.C. § 1324 (Immigration and Naturalization Act), and any additional information reasonably requested by Electric Boat Corporation. Consent from Electric Boat Corporation does not relieve Supplier of its obligation to comply with U.S. export laws and regulations.

5. License Issues: If the U.S. Government or any other government fails to issue, withdraws, or terminates a required export or import license or authorization: a. Electric Boat Corporation is relieved of its obligations under this Purchase Order. b. If Supplier has diligently pursued the license or authorization and, through no fault of its own, the license is denied, withdrawn, or terminated, Supplier is also relieved of its obligations under this Purchase Order. c. In either case, Electric Boat Corporation may terminate this Purchase Order without additional cost or liability.

AK.
Cybersecurity and Incident Reporting Requirements 

1. Definitions: For this clause, “Covered defense information,” “Covered contractor information system,” and “Cyber incident” are as defined in DFARS 252.204-7012.

2. Security Requirements: Supplier shall provide adequate security to safeguard Covered defense information residing on or transiting through Supplier’s information system(s) or network(s), in accordance with DFARS 252.204-7012, 252.204-7019, 252.204-7020, and NIST SP 800-171. 

3. Additional Requirements: a. Supplier shall rapidly report Cyber incidents, providing all required information under this clause. b. Supplier shall report any Cyber incident within seventy-two (72) hours of discovery, without exception. c. In the event of a data breach, Supplier shall provide unfettered access to relevant technical information (e.g., logs, packet flow information) to satisfy customer’s information requests. d. Supplier shall maintain a current DoD Assessment posted in the Supplier Performance Risk System (SPRS), completed within the last three (3) years, to be eligible for award and throughout the performance of the Purchase Order. e. In any Cyber incident, Supplier shall provide information and resources to support customer’s evaluation, containment, and resolution requirements.

4. Flow-down Requirement: Supplier shall include this clause in all subcontracts or contractual instruments, and require further flow-down as necessary, for work involving operationally critical support or performance using a Covered contractor information system, including in lower-tier subcontracts for commercial items. 

AL.
Naval Nuclear Propulsion Information (Electric Boat – General T&Cs)

1. Identification:
a.     Naval Nuclear Propulsion Information (NNPI) is defined as that information and/or hardware concerning the design, arrangement, development, manufacturing, testing, operation, administration, training, maintenance, and repair of the propulsion plants of Naval Nuclear-Powered Ships, including the associated shipboard and shore-based nuclear support facilities.

b.      NNPI may be classified (Restricted Data (“RD”), Formerly Restricted Data (“FRD”)) or unclassified (Unclassified Naval Nuclear Propulsion Information (“U-NNPI”), Unclassified Controlled Nuclear Information (“UCNI”)).

2. Access, Control, and Protection of Naval Nuclear Propulsion Information

a. The Supplier shall comply with all requirements, including, but not limited to, marking, handling, transmission, disclosure and disposal, specifically applicable to NNPI, including those set forth by OPNAVINST N9210.3, federal law, and Purchase Order requirements.

b. The Supplier shall allow access to NNPI by US citizens only, as access to NNPI is permitted only to U.S. citizens. Further, Supplier shall allow access only to those U.S. citizens with a Need-to-Know (“NTK”) the information to perform the Purchase Order. Access to classified NNPI shall be further limited to only those individuals with appropriate security clearance. 

c. The Supplier shall not disclose NNPI to Foreign Nationals or Immigrant Aliens. Access to NNPI by Foreign Nationals or Immigrant Aliens is strictly prohibited, regardless of whether within or outside of the Supplier’s company.

i. “Foreign National”/ “Immigrant Alien” is defined as a person that is not a United States citizen or a United States National.  

ii. United States citizens representing a foreign government, foreign private interest or other Foreign Nationals, are considered Foreign Nationals for industrial security purposes and the purpose of this restriction.  

d. 
Disclosure of RD, as defined in the Atomic Energy Act of 1954, as amended, relating to the Naval Nuclear Propulsion Program, to employees of contractors that have been granted limited clearance under the provisions of the DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), is NOT AUTHORIZED. 

e. The Supplier shall develop and implement written policies and procedures, and other safeguards, for the protection of NNPI from inadvertent release by the Supplier, or any of Supplier’s subcontractors.

f. The Supplier shall prevent disclosure of NNPI to the public, to those without an established NTK, and to those without appropriate clearance (for classified NNPI).  

g. The Supplier shall report U.S. citizens having dual citizenship that require access to NNPI to the Chief of Naval Operations (CNO) (N00N)) PRIOR to granting the dual citizen(s) access to NNPI. 

h. The Supplier agrees NNPI, whether provided to Supplier or generated by Supplier as part of the Purchase Order, shall only be used for the performance of the Purchase Order.

i. NNPI generated by The Supplier and/or Supplier’s subcontractor(s) in performance of this Order shall contain markings to convey such designation as set forth in the requirements in OPNAVINST N9210.3, NN-801, and any Security Guidance/Directives. Supplier and its subcontractors are required to impose the same markings as found on documents containing NNPI that are provided to Supplier during the course of the Order in all of Supplier’s or its subcontractors generation, reproduction(s), expansion(s) or modifications(s) of NNPI. 

j. Unauthorized or suspected unauthorized release of NNPI information, whether intentional or unintentional, shall be reported by Supplier to the appropriate security personnel. This includes, but is not limited to, incidents of theft, improper disposal, placement on a website, transmission via electronic means, or violation of the information system(s) containing NNPI. 
k. Supplier shall immediately notify Electric Boat Corporation in writing when any litigation, subpoenas, or requests which either seek or may result in the release of NNPI are received by the Supplier or its subcontractors. If a court or administrative order makes immediate review by Electric Boat Corporation impractical, Supplier shall take all necessary steps to notify the court or administrative body of the Navy’s interest in controlling the release of such information through review and concurrence in any release.
l. The Contracting Officer reserves the right to audit Supplier’s procedures, systems, and facilities for compliance with the above requirements.

m. Exceptions to these requirements may only be obtained with approval from the Director, Naval Nuclear Propulsion Program (CNO (N00N)). The supplier shall make any request for exceptions via Electric Boat Corporation. 
n. Flow-down Requirement: Supplier shall insert this clause, including this paragraph, in all Lower-tier Subcontracts/contractual instruments it issues in performance of this Purchase Order that involve NNPI. 
3. Visitor Controls 

a. Unless prior written consent from Electric Boat Corporation is received, Supplier shall not permit any Visitors to its plants, offices, or facilities to view or examine documents, components, assemblies/subassemblies provided for or to be delivered under this Purchase Order, or to obtain information or data concerning such documents, components, assemblies, or major subassemblies.

i. “Visitor” as used herein refers to any person who visits the Supplier’s plant, office or facility and who does not represent the Supplier, B&F Machine Company, Electric Boat Corporation, or the Government in the performance of this Purchase Order. This includes Foreign Nationals, whose visits require additional controls beyond those necessary for visits by U.S. Citizens.

b. Supplier shall have procedures that will prevent the release of NNPI to Visitors or to any other person or entity, including its own employees, which are otherwise ineligible to access/receive NNPI; or who do not have an established NTK for performance of this Purchase Order. Supplier must notify the Electric Boat Corporation in advance of any Visitor to Supplier’s plant, office, or facility, who may be required to view or examine documents, components, assemblies, or major subassemblies provided for or delivered under this Order.

Flow-down Requirement: Supplier shall ensure similar controls are in effect at all lower-tier suppliers.
4. Marking

a. U-NNPI documents shall be designated “Not Releasable to Foreign Nationals” (“NOFORN”) and shall be marked NOFORN at the top and bottom of each page.

b. The following warning notice shall be included on the cover sheet and first page of NNPI documents: 

“NOFORN: This document is subject to special export controls and each transmittal to foreign governments or foreign nationals may be made only with prior approval of the NAVAL SEA SYSTEMS COMMAND.”

c. Media, such as video tapes, disks, etc., must be marked and controlled similar to the markings on the original information.

d. Classified NNPI is and shall be identified by markings as designated in OPNAVINST N9210.3.

e. Electronic files must contain the classification/handling identifier prescribed in OPNAVINST N9210.3 in the file name.
5. Storage
a. While in use, Supplier shall protect documents from unauthorized observation. 

b. Supplier shall not generate copies of U-NNPI documentation unless done in accordance with the provisions of the detailed guidance of the solicitation and/or Order requirements.

c. When not in direct, active control of an authorized individual, U-NNPI shall be secured in an opaque, locked container (e.g., file cabinet, desk, safe, etc.). Access to the container shall be limited to only authorized people, and any compromise of the container shall be able to be visually detected, and container should have no labels that indicate the contents. 

d. If removed from the Supplier’s facility, U-NNPI information must remain in the personal possession of Supplier’s authorized individual until such time as it can be properly stored.

e. If removed from the Supplier’s facility, U-NNPI information must remain in the personal possession of Supplier’s authorized individual until such time as it can be properly stored. 

f. NNPI shall at no time be left unsecured in a home, automobile, hotel room, or sent in checked baggage.

g. Information systems which will be used to store (electronic) NNPI files require NAVSEA 08 approval as per Letter 08B/19-03823 dated 02 August 2019.

h. Electronic NNPI files must be stored on an encrypted file share or removable media device (disks, CDs/DVDs, USB drives, etc.).

i. Personally owned computing systems including, but not limited to, personal computers (“PC”), laptops, and Portable Electronic Devices (“PED”), such as Personal Digital Assistants (“PDA”), are not authorized for processing NNPI. Exceptions require the specific approval of CNO (N00N).
6. Transmission

a. Transmission of NNPI outside of the Supplier’s company is prohibited, except to lower-tier subcontractors which have a specific NTK the NNPI, and to which the Supplier has invoked the requirements for safeguarding NNPI in compliance with the guidance and requirements of the Purchase Order.

b. Transmission of electronic NNPI files outside of the Supplier’s company may only be made to information systems approved by NAVSEA 08, as per Letter 08B/19-03823 dated 02 August 2019.

c. NNPI shall not be transmitted or disclosed to any Foreign National, Immigrant Alien, or foreign interest, whether within or outside the Supplier’s company. 
d. U-NNPI may be faxed within the U.S. and its territories, provided there is an authorized person waiting to receive the document to properly control it; and the device receiving the transmission is not connected to a computer system, unless approved by CNO (N00N). 
e. U-NNPI may not be faxed to facilities outside the U.S. or its territories, including military installations, unless the transmission line is encrypted using means approved by the CNO (N00N). 
f. U-NNPI may be shipped within the U.S and its territories as certified mail, via the U.S. Postal Service or any U.S. express freight carrier in an opaque envelope/package that bears no external marking to reveal its contents to unauthorized personnel.

g. Electronic NNPI files transmitted outside the Supplier’s facility must be encrypted.
7. Disposal

a. Supplier must promptly remove all NNPI markings from material produced under this Purchase Order but not delivered. If after removal of markings the equipment or component would still reveal NNPI, the item shall be disposed of in the same manner as classified material.

b. Supplier shall ensure that NNPI is disposed of in accordance with applicable direction in the OPNAVINST N9210.3 and, upon completion of disposal, shall notify Electric Boat Corporation in writing. Disposing of U-NNPI documents in the same manner as classified documents is preferred. 

AM.
Insurance
1. Insurance Policies Required – At the Suppliers’ expense, and maintained until all obligations are complete:
· Commercial General Liability Insurance: 

a. Covers: premises/operations, products/completed operations, personal injury, contractual liability, independent contractors, fire damage.

b. Minimum limits: $2M per occurrence for bodily injury/property damage and products/completed operations.

c. Deductibles: Seller pays.

d. If watercraft is used: Add endorsement or Protection & Indemnity policy with same limits, plus Jones Act coverage for crew.

2. Business Automobile Liability Insurance: 

a. Covers: owned, non-owned, leased, or hired vehicles (if used on B&F Machine Company’s property).

b. Minimum limit: $1M per accident for bodily injury/property damage.

3. Workers’ Compensation Insurance: 

a. Meets state law where work is performed.

b. If work is similar to B&F Machine Company’s business and on B&F Machine Company’s Connecticut premises: Include endorsement naming B&F Machine Company as alternate employer (CT Statute 31-291).

c. Waiver of subrogation required (shown on Certificate of Insurance).

d. If work involves vessels, shipyard manual labor, or navigable water: Include Federal Longshore Coverage.

4. Employer’s Liability Insurance: 

a. Minimum limit: $1M per occurrence.

5. Professional Liability Insurance: 

a. Covers errors/omissions in services.

b. Minimum limit: $5M per claim.

6. Self-Insurance: 

a. If Supplier is self-insured (per Connecticut rules), provide a signed letter from a corporate officer confirming self-insurance, limits, and excess insurance details.

7. Subcontractors: 

a. Subcontractors must have the same insurance types and limits as Supplier.

b. Supplier indemnifies B&F Machine Company if subcontractors fail to maintain required insurance.

8. Claims-Made Policies: 

a. Retroactive date: Before or on Purchase Order start date.

b. Maintain coverage post-completion: 3 years (general) or 7 years (professional liability).

c. If coverage ends, buy extended reporting (“tail”) or provide another Buyer-approved guarantee.

9. Additional Insured & Policy Terms: 

a. B&F Machine Company, its officers and employees must be named additional insureds on General Liability, Auto, Employer’s Liability, and Professional Liability policies.

b. Supplier’s insurance is primary; B&F Machine Company’s insurance is excess.

c. No policy reduction, cancellation, or substitution without 30 days’ written notice to B&F Machine Company.

10. Evidence of Insurance: 

a. Provide Certificate of Insurance 3 days before work (or before starting work on B&F Machine Company’s premises).

b. Certificate must: 

(i) Name B&F Machine Company as certificate holder and additional insured.

(ii) Confirm Supplier’s insurance is primary.

(iii) Show waiver of subrogation for Workers’ Compensation.
(iv) Send the Certificate of Insurance to the Buyer’s Procurement Representative or mail to: B&F Machine Company, Inc., 370 John Downey Drive, New Britain CT, 06051. Attention: Director of Quality Systems.
(v) No evidence = no access to B&F Machine Company’s premises, no liability for B&F Machine Company, no cost/schedule adjustments.

11. Self-Insurance Details: 

a. If self-insured, submit a letter from the risk manager/finance office detailing: 

i. Actuarially funded self-insurance and limits.

ii. Excess insurance details.

iii. How B&F Machine Company is protected as additional insured.

iv. Claims handling process.

v. B&F Machine Company must approve the letter.

12. Subcontractor Insurance: 

a. Supplier ensures subcontractors are covered under Supplier’s policies or have their own equivalent insurance.

b. Supplier maintains subcontractor Certificates of Insurance to verify compliance.

AN. FAR/DFARS Clauses/Provisions Incorporated by Reference
The following Federal Acquisition Regulation (FAR) and Defense Federal Acquisition Regulation Supplement (DFARS) clauses, are in effect on the date of our contract, are incorporated by reference into this purchase order and apply to your performance under this subcontract:

1. Incorporation by Reference: All cited FAR/DFARS clauses are included as if fully set forth. Full text is available at http://www.acquisition.gov/. If designated as a "rated order," comply with the Defense Priorities and Allocation System (DPAS) Regulation (15 C.F.R. Part 700).

2. Term Substitutions: 

· "Purchase Order" replaces "Contract."

· "Purchaser" or "BUYER" replaces "Government" or "Contracting Officer."

· "SELLER" replaces "Contractor."

· "SELLER's lower-tier subcontractor" replaces "Subcontractor," unless clearly referring to the prime contract, Government, BUYER, or SELLER.

3. Flow-Down Obligation: You must flow down these FAR/DFARS clauses and all provisions in this document to your lower-tier subcontractors, ensuring further flow-down where applicable.

4. Applicability: Clauses apply as required by the prime contract, law, or regulation. Non-applicable clauses (e.g., due to dollar thresholds, subcontract type, or specific prime contract terms) are self-deleting and without effect. Contact us with any questions about clause applicability.

5. Responsibility: You are responsible for determining and complying with all clause flow-down requirements. Our identification of thresholds or requirements is for informational purposes only and not determinative.

6. Precedence: For materials or products tied to a U.S. Government contract/subcontract, these clauses supplement Electric Boat’s General Terms & Conditions and Special Provisions. In case of conflict, Electric Boat’s terms govern unless otherwise required by the prime contract.

 


